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Already have an account? Skip to Logging In
Contents

Show

Creating an A&A Account

Through the common interface, applications can allow new users to create accounts, using a process called self-registration.
The process requires a valid e-mail address and about 15 minutes to complete.

There are four steps to self-registration:

requesting an account
confirming an account

setting a password, and
establishing an identity baseline

Self Registration Rules

Before you start the registration process, make sure to understand the following rules:

You must have a valid e-mail address, and have access to the e-mail account to complete the registration process

Only one A&A account can use any given e-mail - if you share an e-mail address with someone else, we won't be able to
tell you apart if you forget your passsword

You must request the account and complete the confirmation steps within 48 hours

You must have JavaScript and cookies enabled in your browser. A&A will tell you if they're not

Password Rules

Keep these rules in mind when selecting a password:

Passwords must be 8 characters long, or more.

You may use upper-case and lower-case letters, numbers or symbols (like * or $)

Passwords must contain three out of the four types of characters listed in the bullet above.

To protect your account, you cannot change the password more than once per day.

You will be required to change your password every 60 days.

You may not use the same password over and over again. The system will keep track of the last several passwords you
use to prevent this from happening.
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Start at your application's home page (see example at right). Some applications will automatically send you to log on, and
others will show an A&A icon to click on.

Notice the ""Sign In'" icon on the left side of the page. That's your link to log in using Enterprise A&A.
Click that icon (if needed) and you'll arrive at the Common Interface page.

Note: Some applications may use separate buttons for logon and registration.
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State of Iowa Common Logon

What Is ARA?

CREATE AN FORGOT

=Le Ll ACCOUNT PASSWORD

FORGOT ID

Create an account for State of Iowa Common Logon here.

Sign up now to get credentials you can use for State of lowa
Common Logon and at other Enterprise A&A enabled sites.

First Name:

Last Name:

[ Repiter | ©

Possibly have an account already?
Click here for a listing of all A%4 enabled applications. If wvou created an
account for any of these applications yvou don't need to create a new
account.

Before Beginning:

* You must have a valid email address.
* Your 434 Account ID may not contain profanity or special characters. :

» You will be required to complete some Security Baseline Questions
and Answers.

Contact the DAS-ITE Service Desk if yvou need personal assistance. :
Email: ITE.Servicedesk@iowa.qov Phone: 515-281-5703 or 1-800-532-1174 i

You are looking at 350 Logon Transaction Id: K&DB3IK

©2004 State of lowa, DAS-ITE Version 3.0.7

Create Account Page

When you see this page, you have left the application and arrived at the A&A website.
The "CREATE AN ACCOUNT" tab should already be selected. If not, click on it.

Enter your first and last name, then click "Register" to start the registration process.
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State of Iowa Common Logon

Single Sign On - State of Iowa Common Logon

Account Id: TEST.DEMOUSER @IOWAID

First Name: Ilest

Last Name: Hemuger

Email:

Confirm Email:

[ Sawve Account Details ] [ Cancel

You are looking at S50 Registration Transaction Id: K&DB3IK

o cemftfarnrice
;, . Enterprise

©2004 State of lowa, DAS-ITE Version 3.0.7

Create the Request

The next registration page will show the name you've entered and suggest your new A&A Account ID. You may change it to
any allowable value but it must be unique. The system will let you know if the ID you choose is already in use.
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Verify the Account ID you want to use, then enter your e-mail address. You'll need to enter it twice, so that A&A can be
sure it's the right one and that there are no typos in the address.

Note: If the address is wrong, you won't be able to confirm the account.

To submit your request, click "Save Account Details".

The system will send a confirmation e-mail to the address you entered above and will provide a confirmation message

that explains the next steps

State of Iowa Common Logon

Single Sign On - State of Towa Common Logon

An email has been sent to the email address you provided. It will contain your
Account id and instructions to complete your registration.

The email that was just sent to you may show up in a matter of seconds or could

take hours. Once sent, we have no way to track thiz email to determine if or when
you have received it. If you do not receive an email within 48 hours you will not be
able to complete the registration process and will need to re-reqister.

Possible reasons you did not receive the email to confirm your account.

1. When registering, you may have entered an invalid email id in both of the
email and confirm email text boxes.

2. The email may hawve gone to yvour spam, junk, or blocked email folders.

3. In rare occurrences email zecurity products are not allowing thizs email to
be received normally.

Please note: If you do not complete the registration process defined in the

confirmation email within 48 hours, you will be required to start the registration
process over.

You are looking at S50 Reg Confirmation Transaction Id: K&DB3K

ik E

©2004 State of lowa, DAS-ITE Version 3.0.7
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-------- Crrizi] mesoage —em————-
Froemr: axriaa-norephfliosa gov
Dase: 03301013 228 PRI (GMIT-06:00)

To: ez com
Subject Acoomn Confirmation for St of Iowa Common Logon

Welccme fircem Emgerprise ASca,!

*+400 NOT SHARE this emmadl with amyooe ele as #f cooids acoomnt #nfoanmation and Sl that condd allow vonr accomn to be compeomised *++

Tt wemmdl] &5 & coarferamation of the accomm you requesied for Sade of Towa Coememcen Logon and provides siaps (see below) on bow o acihadie yoor accomnt
Accomn Detadls Section:

Accoemt ID: TEST.DEMOUSEREICWAID
Vo mame: fexl desmomser

EMail: oz com
If wom did oo nequest this accomm of fhink dhis il was s in eqnoe, please comtact the DAS-TTE Service Desk (TTE Servicedeshifiona oov).

Accomnt Acthasion Process:
Befiere you begin: If wom stan the acthason grocess by chiciting the siep 1 Bok von oo complete a1l 4 seps smmedintedy. If vom closs voor browses or bave 2 delay fat beeps oo

Frcem commplating all 4 simgs vomr accomm will be crsated, e wrill negmine yom do comiact e DAS-TTE Sarvice Deslk (TTE Servicadsshfioma sov) before: yon will be able omee 1
Sep 1. Chick the folloming ok hitps:(eariaa dowra gov/esmiaa. oo e Tobeae Fida 6o 883 1 fhe s fS (T o et a mesoge doat oy “Sonry the Bok vou weed K00

Jomges vakid " pee Help section bedow )

Sep L Choose 1o tazelios questions and then make your owa Jod question and enter amewers for sach. — (These ase secmnity questions vou caa amrwer lter i vou ever forget
yomr pazrerond )

Bap 3. Favtar pomr pasrerond and coafinm i by amtaning #again (Remindar - Paveeceds oot e At dsan § choracterns long (alphosmemeric). Inchnds 2t laax cne spacial choracier
feg LELEE %N &% eic) A mix of mppascass and lmercase Jasiers. Von may nod mee peeces of yoar mame o azmaid addnes n yomr pasesrond )

Sep 4. Fign in wwing vomr Accomn Id (see Accomnt Detadls Section above) a0d the pazmmrond wom just eatened in Sep 3.

Help Section:
D4 yom gt the mesmge “Sonry the Bok vom meed & 00 Jooger vakid *7 If so, the site of yomr accomn & 0 guestion and von will need io moe the following negs 1o detsnmine: the
ACCOTE SN
Siep 1. Clhick the followming Bk it lesrina dowra gov'esriaa weoTappld=TTE BUIGSkcatling Awpelvips: (asdfacdf S beFrermotid
Step I Favler yomr exmdl addness and then prexs the “Retrieve Add Id° boticn.
*1f woru et the mezmge “Foory, coudd oot Fiod vour accomnt " and you ase were oo emered your smad conrecdy then vomr accomn did oot 2o created and you will pred o
press the “Create An Accomnt” b and s the regioation procems over.
*TF vorm et the mecoyze “We bave o an smodl ramindar o (Vo il Addne oo fDwem in)) writh yomr Accomn Td ° then yomr accomn was created and vou seed to go back o
o emadl and check for a new mevoige Froem dhix sysiem

Thmaks!
Sase of Towa, D'AS IT Emenprise

T i 3 sywiem generaied s, do nod rephy cr direcd emmadk fo fic s addness **

Confirmation E-Mail

Check your e-mail account. Within a few minutes, you'll get a confirmation message from the Enterprise A&A system. It will
include instructions on how to complete the registration process, including a link to the confirmation page.

Click the link, and the A&A confirmation page should open in your browser window.

Page 9 - last modified by Matthew Harshbarger on 2014/07/01 15:03



OCIO - Creating an Account

Establish an Identity Baseline

State of Iowa Common Logon

Self Service Password Change - State of Iowa Common Logon @

Identity Baseline for TEST.DEMOUSER@IOWAID

On this page, you must create your identity baseline. This 1= a set of questions and
answers you establish for yvour account. If yvou forget vour password or lock vour
account for some reason, you can answer these gquestions to get access to your

account.
Question 1:
— Select Question — -
Answer 1: Confirm:
Question 2:
— Select Question — -
Answer 2: Confirm:

Question 3 (Create your own gquestion.):

Answer 3: Confirm:

Save Identity Baseline

Some guidelines for setting vour baseline:

1. Choose questions and answers that yvou know well, but that others don't.
2. Awvoid special characters like commas or quotes that wvou may not enter
the =ame way later.
3. Keep your answers simple - for example, use "paperboy” instead of "The
Des Moines Register paper delivery” for vour first job.
4, You must create your own question when a drop down list is not
provided. Usually this is the case for the last one or two guestions shown
above.

KeDBIK

You are looking at S50 Initialize Account Transaction Id:

©2004 State of lowa, DAS-ITE Version 3.0.7

In order to to recover a forgotten password in the future, you need to establish a set of questions and secret answers that
A&amp;A can ask you if needed. These questions are not readable by anyone else. You may give any answers that you can

remember well, even if they're not correct.
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You'll need to provide three questions and answers. For the first two, select a question from the list. Enter the answer for each
question twice, to prevent any errors. For the third question, you may enter anything you like for the question and the answer.
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State of Iowa Common Logon

Self Service Password Change - State of Towa Common Logon @

Moy
(‘l’J You must change yvour passward.
Password Change for TEST.DEMOUSER@IOWAID

Enter new password:

Confirm new password:

Pazsword Rules:

Passwords must be: At least 8 characters long (alphanumeric). Include at least
one special character (e.q. !, @, #, %, %, ™, &, ¥, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of yvour name or email address in
your password.

[ Save New Password ] [ Cancel

You are looking at S50 Change Password Transaction Id: KGEDB3K

© 2004 State of lowa, DAS-ITE Version 3.0.7

Set a Password
The new account won't have a password by default, so you will need to provide one.

Enter your new password into the first field. You will not be able to read the text - this is common for password fields. Enter
it again, to make sure that it is correct, and click "Save New Password".

If the password cannot be set, check the list of hints at the bottom of the page for help in fixing the problem.
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You're done setting up your account. A&A will save the information you've provided and send you back to the application.
After returning to the application, it will now recognize you and allow those menu items that you have access to.

After your account is set up this one time, Logging In will be much simpler.

User Guide Links

Follow these links to learn more about the A&A service:

* Enterprise A&A User Guide

A&A Basics
Logging In

Creating an Account
Administration of an A&A-enabled website
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